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Can You Hear Me?

• We are audio broadcasting so please plug in your headphones or 
computer speakers to listen in.

• If your audio is choppy or slow, you may wish to dial into the 
teleconference:

• Telephone: +1 646 558 8656
Webinar ID: 819 0414 4222

• Passcode: 4298845



Slide Link

Today’s slides can be found online at:
http://bit.ly/2022-01-20-acet 

http://bit.ly/2022-01-20-acet


We Encourage Questions

Use the 

Questions Box
located on the bottom of your screen to 
type your comments or questions.



Tell Us What You Think!

Please take our post-event survey. We 
value your feedback!



Disclaimer

• This presentation is for information only. 
Evaluate risks before acting based on ideas from this 
presentation.

• This presentation contains opinions of the presenters.
Opinions may not reflect the opinions of Tandem.

• This presentation is proprietary.
Unauthorized release of this information is prohibited.
Original material is copyright © 2022 Tandem.
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Agenda

1. History, Definitions, Roles
2. Exam Expectations
3. ACET Application Options
4. Q & A



History
Definitions

Roles



Pop Quiz
What does the “E” stand for in ACET?

Examination ExpectationsB

EstimationC EvaluationD

A



The agency has reprioritized away from performing facilitated Automated 
Cybersecurity Evaluation Toolbox (ACET) cybersecurity maturity assessments, to 
piloting the Information Technology Risk Examination for Credit Unions (InTREx-

CU). […] The InTREx-CU will continue to be deployed in 2021 […] ACET will 
become a self-assessment resource for [CUs], supported by the NCUA.

2021 SUPERVISORY PRIORITIES (JANUARY)

“The NCUA has transitioned its priority from performing
Automated Cybersecurity Examination Tool (ACET) cybersecurity maturity 

assessments, to evaluating critical security controls. The NCUA is also piloting 
an Information Technology Risk Examination solution for Credit Unions

(InTREx-CU).”
UPDATED 2020 SUPERVISORY PRIORITIES (JULY)
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Pop Quiz
What does the “E” stand for in ACET?

Examination ExpectationsB

EstimationC EvaluationD

A



I will be clear by labeling

ACExT
Automated 
Cybersecurity 
Examination 
Tool

ACEvT
Automated 
Cybersecurity 
Evaluation 
Toolbox



H I S T O R Y

CAT

2015

C Y B E R  S E L F  A S S E S S M E N T

E X A M  P L A T F O R M

AIRES

T
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A
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E X A M  P R O C E D U R E S

ARIES

Part 748

2015
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https://www.ncua.gov/regulation-supervision/letters-credit-unions-other-guidance/supervisory-priorities-2015

“Credit unions, like all financial institutions, remain vulnerable to internal 
and external cybersecurity threats. Last year's interagency cybersecurity 

assessment conducted through the [FFIEC] found that many credit 
unions and banks are not taking basic cybersecurity actions.”

2015

https://www.ncua.gov/regulation-supervision/letters-credit-unions-other-guidance/supervisory-priorities-2015


https://www.ncua.gov/regulation-supervision/regulatory-reporting/aires-exam-software-information

E X A M  P L A T F O R M

https://www.ncua.gov/regulation-supervision/regulatory-reporting/aires-exam-software-information


Guidelines for 
Safeguarding Member 
Information

1 2  C F R  P A R T  7 4 8

E X A M  P R O C E D U R E S

Read the Guidance at
https://www.ffiec.gov/exam/infobase/documents/02-ncu-
12_cfr_748_app_a_safeguard_info-010100.pdf



E X A M  P L A T F O R M



E X A M  P L A T F O R M



Cybersecurity 
Assessment Tool

F F I E C

C Y B E R  S E L F  A S S E S S M E N T

A Self Assessment

Download a Copy at 
https://www.ffiec.gov/cyberassessmenttool.htm

https://www.ffiec.gov/cyberassessmenttool.htm


AIRES EXAM SPREADSHEET

E X A M  T O P I C  A

E X A M  T O P I C  D

E X A M  T O P I C  B

I T  - 7 4 8 A  I n f o S e c

E X A M  T O P I C  C

E X A M  T O P I C  F

D R L

C A T

2001 – 2017
2015-2017
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https://www.ncua.gov/regulation-supervision/letters-credit-unions-other-guidance/supervisory-priorities-2016

2016
“In June 2015, NCUA released a Cybersecurity Assessment Tool [CAT] 

jointly with the other member agencies of the [FFIEC]. The tool provides 
a structured methodology for credit unions to manage information 

security […] Credit unions can use this tool to enhance their cybersecurity 
preparedness. NCUA encourages all credit unions to use the FFIEC tool 
to manage cybersecurity risks. NCUA also plans to begin incorporating 

the [CAT] into our examination process in the second half of 2016.”

https://www.ncua.gov/regulation-supervision/letters-credit-unions-other-guidance/supervisory-priorities-2016
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https://www.ncua.gov/regulation-supervision/letters-credit-unions-other-guidance/supervisory-priorities-2017

2017

“We encourage credit unions to use [CAT] to bolster their security and 
risk management processes. This tool was issued jointly with the other 
member agencies of the [FFIEC]. NCUA plans to increase our emphasis 
on cybersecurity by enhancing the examination focus with a structured 

assessment process. We anticipate completing this process by 
late 2017, and will keep credit union system stakeholders informed as 

changes occur.”

https://www.ncua.gov/regulation-supervision/letters-credit-unions-other-guidance/supervisory-priorities-2017
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https://www.ncua.gov/regulation-supervision/letters-credit-unions-other-guidance/supervisory-priorities-2018

2018
“In 2018, the NCUA will begin implementing the Automated Cybersecurity 
Examination Tool (ACET) to improve and standardize supervision related 

to cybersecurity. The ACET provides the NCUA with a 
repeatable, measurable and transparent process for assessing the level 

of cyber preparedness across federally insured institutions. [] It also 
aligns with the [CAT] developed by the FFIEC for voluntary use by banks 

and [CUs]. Therefore, we encourage [CUs] to continue to self-assess their 
cybersecurity and risk management practices using the [CAT] if they do 

not have an alternative method of assessment.
The NCUA will begin using the ACET in examinations of [CUs] with over 
$1 billion in assets. This will allow the NCUA to create a baseline for the 
cybersecurity maturity level of the largest and most complex institutions, 
while we continue to test and refine the ACET through 2018 to ensure it 

scales properly for smaller, less complex institutions.”

https://www.ncua.gov/regulation-supervision/letters-credit-unions-other-guidance/supervisory-priorities-2018
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CAT

2015
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ACExT

2018

Separate
Spreadsheet

ARIES

Part 748

2017



Automated 
Cybersecurity 
Examination Tool 
(ACExT)

N C U A

C Y B E R  S E L F  A S S E S S M E N T

An examination tool combining CAT and 
a document request list

Download a Copy at 
https://go.tandem.app/ncua-acet/

E X A M  P R O C E D U R E S &

https://go.tandem.app/ncua-acet/


AIRES EXAM SPREADSHEET

E X A M  T O P I C  A

E X A M  T O P I C  D

E X A M  T O P I C  B

A C E x T

E X A M  T O P I C  C

E X A M  T O P I C  F

D R L

2018

C A T
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https://www.ncua.gov/regulation-supervision/letters-credit-unions-other-guidance/supervisory-priorities-2019

2019

“Examiners will continue conducting information security maturity 
assessments with the Automated Cybersecurity Examination Toolbox 
(ACET). Examiners will use the ACET to assess credit unions with over 

$250 million in assets that have not previously received an assessment.”

https://www.ncua.gov/regulation-supervision/letters-credit-unions-other-guidance/supervisory-priorities-2019


H I S T O R Y

CAT

2015
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https://www.ncua.gov/regulation-supervision/letters-credit-unions-other-guidance/2020-supervisory-priorities

2020
“In 2018, the NCUA began using the Automated Cybersecurity 

Examination Tool [ACET] to assess credit unions' cybersecurity maturity. 
The NCUA collaborated with the [DHS & INL] to create an updated 

client/server version of the ACET that is being fully deployed in 2020. 
Credit unions will be able to complete self-assessments through access 

to the new ACET on NCUA's website in early 2020.
Starting in 2022, the agency will refresh the maturity assessments […] 
resulting in a refresh cycle of once every four years. In addition to the 
ACET, the NCUA will be piloting new procedures in 2020 to evaluate 

critical security controls during examinations between maturity 
assessments.” 

https://www.ncua.gov/regulation-supervision/letters-credit-unions-other-guidance/2020-supervisory-priorities
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https://www.ncua.gov/regulation-supervision/letters-credit-unions-other-guidance/update-ncuas-2020-supervisory-priorities

2020
U P D A T E D

J U L Y

“The NCUA has transitioned its priority from performing Automated 
Cybersecurity Examination Tool (ACExT) cybersecurity maturity 

assessments, to evaluating critical security controls. The NCUA is also 
piloting an Information Technology Risk Examination solution for Credit 

Unions (InTREx-CU). InTREx-CU harmonizes the IT and Cybersecurity 
examination procedures shared by [other] regulators to ensure 

consistent approaches are applied to community financial institutions. 
The InTREx-CU will be deployed to identify gaps in security safeguards, 

allowing examiners and credit unions to identify and remediate potential 
high-risk areas through the identification of critical information security 

program deficiencies as represented by an array of critical security 
controls and practices.”

https://www.ncua.gov/regulation-supervision/letters-credit-unions-other-guidance/update-ncuas-2020-supervisory-priorities
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CAT

2015
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Information Technology 
Risk Examination for 
Credit Unions

I n T R E x - C U

E X A M  P R O C E D U R E S

Read more at
https://tandem.app/blog/how-intrex-cu-will-affect-your-
2022-ncua-exam



AIRES EXAM SPREADSHEET

E X A M  T O P I C  A

E X A M  T O P I C  D

E X A M  T O P I C  B

I n T R E x - C U

E X A M  T O P I C  C

E X A M  T O P I C  F

D R L

2020 C A T

A C E v T
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https://www.ncua.gov/regulation-supervision/letters-credit-unions-other-guidance/ncuas-2021-supervisory-priorities

2021
“As cited in the NCUA's updated supervisory priorities for 2020, the 

agency has reprioritized away from performing facilitated Automated 
Cybersecurity Evaluation Toolbox (ACET) cybersecurity maturity 

assessments, to piloting the Information Technology Risk Examination 
for Credit Unions (InTREx-CU). InTREx-CU harmonizes the IT and 

cybersecurity examination procedures shared by [other] regulators. This 
establishes a consistent approach across all community-based financial 

institutions. The InTREx-CU will continue to be deployed in 2021, 
allowing examiners and credit unions to identify and remediate potential 

high-risk areas by identifying critical information security program 
deficiencies. ACEvT will become a self-assessment resource for credit 

unions, supported by the NCUA.”

https://www.ncua.gov/regulation-supervision/letters-credit-unions-other-guidance/ncuas-2021-supervisory-priorities
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https://www.ncua.gov/regulation-supervision/letters-credit-unions-other-guidance/implementation-modernized-systems

21-CU-08
This letter provides important updates regarding the NCUA’s recent 

technology modernization efforts and outlines the implementation of key 
software tools.

In August, the NCUA will begin transitioning to several new modernized 
applications, which are listed below. […] Modern Examination & Risk 

Identification Tool (MERIT).

https://www.ncua.gov/regulation-supervision/letters-credit-unions-other-guidance/implementation-modernized-systems


L E A R N  M O R E
https://www.ncua.gov/regulation-
supervision/examination-modernization-
initiatives/enterprise-solution-
modernization-program/modern-
examination-risk-identification-tool

E X A M  P L A T F O R M

https://www.ncua.gov/regulation-supervision/examination-modernization-initiatives/enterprise-solution-modernization-program/modern-examination-risk-identification-tool




MERIT EXAM WEB APPLICATION
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https://www.ncua.gov/regulation-supervision/regulatory-compliance-resources/cybersecurity-resources/acet-and-other-assessment-tools

https://www.ncua.gov/regulation-supervision/regulatory-compliance-resources/cybersecurity-resources/acet-and-other-assessment-tools


https://www.ncua.gov/regulation-supervision/letters-credit-unions-other-guidance/automated-cybersecurity-evaluation-
toolbox/frequently-asked-questions

https://www.ncua.gov/regulation-supervision/letters-credit-unions-other-guidance/automated-cybersecurity-evaluation-toolbox/frequently-asked-questions
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S T A T E M E N T  F R O M  N C U A  R E P R E S E N T A T I V E
D U R I N G  A C E T  W E B I N A R  O N  1 0 / 2 8 / 2 1

InTREx-CU will not be a permanent examination solution. Instead, results 
from InTREx-CU exams will be used to improve the existing examination 

program. The updated Part 748 exam program will be used
starting in September 2022.
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https://www.ncua.gov/regulation-supervision/letters-credit-unions-other-guidance/ncuas-2022-supervisory-priorities

2022
“The NCUA continues to develop updated information security 

examination procedures that are tailored to institutions of varying size 
and complexity. These procedures will continue to be piloted in 2022, 

with the goal of having them finalized in 2022.

In October 2021, the NCUA released the Automated Cybersecurity 
Evaluation Toolbox (ACET) application, which provides credit unions the 

capability to conduct a maturity assessment aligned with the [FFIEC] 
Cybersecurity Assessment Tool. Using the assessment within the ACET 

allows institutions of all sizes to determine and measure their 
cybersecurity preparedness. The ACET is entirely voluntary and does not 

introduce any new requirements or expectations on credit unions.”

https://www.ncua.gov/regulation-supervision/letters-credit-unions-other-guidance/ncuas-2022-supervisory-priorities
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ACExT

2019

ACExT

2018

ACEvT

2020

2020 2021

ACEvT

2021

AIRES Separate
Spreadsheet MERIT

*New Part 748*

2022

InTREx-CU InTREx-CU

ARIES

Part 748

2017



MERIT EXAM WEB APPLICATION

E X A M  T O P I C  A

E X A M  T O P I C  D

E X A M  T O P I C  B

* * N E W * * P A R T  7 4 8

E X A M  T O P I C  C

E X A M  T O P I C  F
D R L

By end of 2022 C A T

A C E v T



What to Expect in Your 2022 
Exam



EXPECT to have your exam conducted 
using the MERIT web application.

E X A M  P L A T F O R M

Do not expect to have your exam 
conducted using the
AIRES spreadsheet.

E X A M  P R O C E D U R E S

EXPECT to have your exam conducted 
using the traditional Part 748 exam 
procedures until, probably, end of 2022 
where there will be a NEW Part 748 
version.

Do not expect to have your exam 
conducted using ACExT or InTREx-CU.
Exception: if you are scheduled to be 
examined by a RISO, they may use 
InTREx-CU.

C Y B E R  S E L F  A S S E S S M E N T

EXPECT to have the NCUA recommend
you complete a cybersecurity self-
assessment (with ACEvT or similar 
tool) to measure your cybersecurity 
maturity.

Do not expect to have the NCUA ask 
you for the results of any CAT 
assessment as part of your exam.



How Tandem Addresses 
These Expectations



F A Q

Will Tandem offer a Document 
Request list feature for the new IT 748 
exam?
Maybe, if use of the MERIT application 
proves difficult and us building a tool 
will help our Credit Unions.



ACEvT Application Options

ACExT
Spreadsheet

ACEvT
Desktop 

Application

Tandem
Cybersecurity

Product



Feature Comparison

NCUA’s
ACExT
Spreadsheet

NCUA’s
ACEvT
Local App

Tandem’s 
Cybersecurity
Web App

Price Free Free Free

Data management Locally stored Locally installed SAAS

Data Backup not provided not provided Provided

Includes All FFIEC CAT Questions ✓ ✓ ✓

Mirrors FFIEC CAT Answer Options ✓ ✓

Download results in the ACExT Format ✓ ✓

Guidance and NCUA Commentary ✓ ✓ ✓

A downloadable Report to the Board ✓ ✓

Gap Reporting ✓ ✓

Optional Peer Analysis ✓

Reports Branded for your Organization ✓

Built for Optimum Screen Usage ✓

Keyboard shortcut to answer questions ✓

Easy-to-Read Reports for Board of Directors ✓



Tandem Cybersecurity Pro 
Features
• Custom User Responsibility and Notifications
• Filter Peer Data by Asset Size
• Download Peer Data
• File attachments
• Flag questions for follow up at a later time
• Revision/Approval Log
• Trend Reporting
• Copy to New
• And more
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Tandem
Cybersecurity 

Assessment Tool

W A T C H  A  V I D E O  A B O U T

https://tandem.app/2022-cybersecurity-demo





What the New ACET Means for 
Your Next IT Exam

THANKS FOR JOINING

Leticia Saiid, Security+
Chief of Staff
Tandem, LLC

https://www.linkedin.com/in/leticiasaiid/
https://tandem.app/speakers/leticia-saiid

https://www.linkedin.com/in/leticiasaiid/
https://tandem.app/speakers/leticia-saiid


Q&A
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