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Elan Finan

Can You Hear Me?

* We are audio broadcasting so please plug in
your headphones or computer speakers to listen
in.

o |f your audio is choppy or slow, you may wish to
dial info the teleconference:

« Telephone: +1 301 715 8592
« Webinar ID: 860 4341 5905
« Passcode: 17576311
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Slide Link

Today's slides can be found online at:
hitp://bit.ly/2021-04-22-Elan



http://bit.ly/2021-04-22-Elan

We Encourage Questions

Use the
Questions Box

located on the bottom of your screen to type your comments
or questions.
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Tell Us What You Think!
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Please take our post-event survey. We
value your feedback!
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Agenda

« 2020 Was Unprecedented for Security Issues
 The New Normal for Security

« Headwinds in Today's Cybersecurity Environment
« What Cybersecurity Threats Are Out There?

* Impact on Cards and Overall Payments
Landscape

« What Should Credit Unions do About It¢
* Elan’s Approach

. Q&A VP
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Chris Draack

, Partnership Development
Elan Credit Card



2020 Was Unprecedented for Security Issues

Number of Fraud, Identity Theft and Other Reports by Year

A4.72M
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The New Normal for Security

The FIC received over 2. | M Over 350|K fglud
ts related to
of shoppers FRAUD REPORTS repor
reported shifting to digital in 2020 resulting in COVID-19 AND
channels.! total losses of over $3.3B.2 STIMULUS PAYMENTS,

representing $34] M in losses.?

1PYMNTS + Elan Report, 2021
2 Federal Trade Commission 2021

3Asof 2/17/2021. FTC
Elan Financial Services - Confidential 9



Headwinds in Today's Cybersecurity Environment
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Working and learning Economic strain Embracing mobile &
from home digital channels
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What Cybersecurity Threats Are Out Theree

SOPHISTICATED ATTACKS

Basic attacks test a high number
of credentials in a short time.
Sophisticated attacks target

browsers by emulating what a

human would do to gain access.

In the first half of 2020,

96% of attacks on financial
institutions were sophisticated
in nature.

Elan Financial Services - Confidential

IDENTITY THEFT and
ACCOUNT TAKEOVER

The greatest number of aftacks
across all industries happen at login
via account takeover. Once
they've gained access to the
account, fraudsters may add
information such as their name or a
new mailing address in order to
perpetuate criminal activities.
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What Cybersecurity Threats Are Out There®e

PHISHING and BOTNETS

Account Name

AlexMartin@email.com

=l

Password
22s eeccccee
]
Bait Taken Credentials Stolen
A fraudulent email is sent Phisher fries to acquire victim's It successful, the phisher can
masquerading as legitimate. login credentials or account use login credentials or account
information. information for their purposes.
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Impact on Cards and Overall Payments Landscape

Fraud Reports by Payment Method

2,184,531 373,423 (17%)

Number of Fraud Reports # of Reports with Payment Method

Credit Cards 91,515

Debit Card 63,352

Payment App or Service 61,903

Wire Transfer 56,811 $311M

Gift Card or Reload Card

Bank Transfer or
Payment - 17.039

14,630

43,242

$314M

Cash or Cash Advance

Cryptocurrency 11,710

Check 8,142

3,872

Money Order

Other § 1,207

. . . . . # of Reports Total $ Loss
Elan Financial Services - Confidential
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Credit Card Users Are Concerned About Security

Protection
against theft of
funds s« motivating

factor for 35% of credit card

users — double the share of
debit card users.

Elan Financial Services - Confidential *As of Nov 2020, PYMNTS + Elan survey 14



What Should Credit Unions Do About [t¢

Y, | Educate employees

[ )
ﬂ/ and members

Build a
Strong Security
E Ecosystem P
Offer up-to-date Encourage secure

payments solutions data habits

Elan Financial Services - Confidential
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Elan

Elan's Approach

Benefits of a credit card partnership with Elan:

« Advanced fraud protection program to keep
data safe.

* Innovative fraud technology including machine
learning capabilities and All.

* Increased access to digital innovations,
including text alert capabillities, biometrics
authentication, and digital wallets for mobile
applications.

Financial Services - Confidential
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Thank You — Any Questionse

eecing Cux dmembers Agains To download the full whitepaper,
Cybersecurity and Fm d] | reafs
in the New Normal open your Smartphone’s camera app

and scan the QR code below:

Elan

CREDIT CARD
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